e s (B Model No. CRT-310 Card reader
= ~="| SPECIFICATION S 00T
— — L Ver. 3.0
I — Communication Protocol /4
TREATOR Page 7

CRT-310 (V3.0) Card Reader Communication Protocol

CONTENT
1. Communication Format ..., 2
2. Communication Control Method ..........................o ... 2
3. Command Character ............ccoiiiiiiiiiiiiiiiiin e, 2
4. Communication Command Structure ....................cueee.e 2
5. Control Command Structure ..............cooviiiiiiis vee. 3
6. Communication Process Descriptions ..................cc....... 3
7. Communication Operation .............c.ceviiiiieeeeiiiininnns oas 4
8. CRT-310 V3.0 Card Reader Operation Process..................6
9. CRT-310 V3.0 Cards Operation Process......................... 14
9.1. MIFARE 1 Card Operation Command ..................... 14
9.2. 24CXX Series Card Operation ...............ccoevvvennnnn. 19
9.3. Contact CPU Card Operation ...............cceeevenan.... 21
9.4. SIMENS SLE4442 Card Operation ........................ 23
9.5. SL4428 Card Operation ............cceeviieiiiieniiinnnnnnn. 27
9.6. AT88SCI102 Operation ..........covvvveeeeiiiiiieeeeannannn. 30
9.7. AT88S1604 Card Operation ...............coevvieinnnnnnn.. 34
9.8. AT45D041 Card Operation ...........ccevveiiiinnnnneannns 37
9.9. SIM Card Operation ............couvvvieiinieenineniinens. 38
9.10. Magnetic Card Operation ............cccccevvvnieennnnn... 40

9.11. AT88SC1608 Card Operation...............ccevveennnnnnns 42




e s (B Model No. CRT-310 Card reader
=.~="| SPECIFICATION e o
— — L Ver. 3.0
I — Communication Protocol 24
CREATOR Page 7

1. Communication Format
Baud rate (BPS): Defined by the Host, (default 9600BPS),

(1200/2400/4800/9600/19200/38400BPS)
Communication type: Asynchronous communication
Transmit type: Half duplex
Bit detail: Start bit: 1 bit

Data bit: 8 bit
Parity bit: None
Stop bit: 1 bit

(\\S\op 1

DO | D1 D2 D3 D4 D5 7 )
(LO”
J | NN
< Data bit S >
Start bit €—»
2. Communication Control Method
The unit, as a driven part, start workin, recei and from

3. Command Character

/(\\ A\
STX @(.Q\{)\ \ﬁtart C\H@er of éréﬁaﬁ{ackage
ET m \Qd{hara}f@}&f%a package

ENd\bO\XOS) \SQIM% command (host -> reader)
ACK (})%Qé) I%S{\NLS answer(reader-host)

NAK (OX}S\)\ eg%ve answer(reader-host)
EOT (0X04) &ancel communication

4. Communication Command Structure (Data package format of command and
returned information)

STX(0x02) | Command package ETX (0x03) BCC

BCC(Block check character), BCC= STX * Command Package * ETX  ( ~is BCC calculation character)
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5. Control Command Structure
A N E E
C A N (0]
K Q T
6. Communication Process Descriptions
6.1 Normal communication process (command operation)
A Command operation
HOST Command ENQ
CARD READER
ACK Execution Response [\ S
Host sends command, Reader receives and checks if 1 . after return ACK, Reader
will execute the relevant operation and return relev i ing the command.

B Cancel Command operation

Command

HOST —

Host send EOT, Reade current coyma tus and return EOT, then waiting for Host command.
6.2 Abnormal communication S
6.2.1 BCC error
Command Command
HOST \
CARD READER \ /
NAK NAK

Card reader received a communication package and BCC is error, send NAK to HOST to show BCC error. Host
need check its communication package BCC is correct or not. Resend it after checking is correct. Card reader will

not send ACK to HOST until it receives that communication package BCC is correct.




e T (R Model No. CRT-310 Card reader
T SPECIFICATION Date 2007/4/14
— — L Ver. 3.0
I — Communication Protocol 4/47
CREATOR Page
7. Communication Operation
7.1 Send command data package format
STX Length of Command Command Data package ETX BCC
(0x02) communication byte parameter (n byte) (0x03) (1 byte)
package (1 byte ) (1 byte )
(2 byte )
Calculation range of communication package
BCC calculation range (XOR)
ow byte

a. n byte:

range of n:

Max=264 byte. Min=0 byte

b. Communication package in 2 bytes transmit, former one is hi

A

sDbeht

b. Returned comman
transmit from Host to

te

7.2 Returned data package format
7.2.1 Normal return
STX Length of Comman Comyman \\%jTX BCC
(0x02) communication byte \ rameter (0x03) (1 byte)
package ( ) )
(2 byte) R
eh\a@r%of c%mi&?o% package
/\ ]3\3}% cal&l&\'&nrang%(b‘ﬁ)
~ \2/
a.n byte: range o Max=264 byt in=
and co

7.2.2 Abnormal return
STX Length of communication ‘N’(0X4E) Command Error byte E | ETX BCC
(0x02) package (1 byte ) byte CM (1 byte) (0x03) (1
(2 byte) (1 byte) byte )

Calculation range of communication package

BCC calculation range (XOR)
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Meaning of error byte E
Error byte E Description
0x00 Command byte error. Command byte CM is included in the sending

communication package. And the command byte CM does not accord with the

communication protocol.

0x01 Command parameter error. Command parameter PM is included in the sending
communication package. And the command parameter PM does not accord with

the communication protocol.

0x02 Command can not be executed. Command can be executed because of
restriction.
0x04 Command data error. Part of the communication N@@ordmee with

the communication protocol.

0x05 Input Voltage is not in the ran eader Operati oltag e input
voltage is not in the range of/FQRV~T4.5 d the R T 18 T protection
status.

0x06 Abnormal card in th ader Need\@\mmand fro to deal with these
cards.

0x07 Main power riso ~the backup p er under working. So other
commandc not %\execute;;

Ctis eturné{ message from the Host when the sending

parameter and Reader is in abnormal condition.

dnd parameter of communication package from Host is an

rCation protocol. It is illegal command. When it happens, please

value range of command p eter (Operation address, operation length) could not overrun the defined
operation address space range of IC card. Otherwise, the Reader returns Error.

3. Error byte E=0x02 It means the Host does not support the function and it could not accept the
communication package form Host. It could not be executed and Reader returns error. Please check your
Reader model when it happens. For example, when you send communication package of Reading
Magnetic card, but the Reader without this function, then it returns that command could not be executed.
When you send operation communication package to Reader, but it is without the function of operating
RF card, then it returns that command could not be executed as well. Please notice the specification of
the reason why command could not be executed in the communication protocol.

4. Error byte E=0x04 It means the data package of communication package from Host is not accordance

with communication protocol. There are mistakes of the format of data package, and it could not be
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executed, then returns error .This error always happens during the CPU card C-APDU operation when it

check the data package whether is right or not.

5. Error byte E=0x05
voltage:10.5V-14.5V ,12V is suggested). Reader is under protection status, and it could not execute

It means the input voltage runs out of operation voltage range(Rated

command , enter card in and move card. Only communication operation will be responded.

6. Error byte E=0x06
card(Long card, short card and damaged card). Receive communication package from Host, then Reader

returns error and indicate to clear the abnormal card.

It means abnormal length card in the Reader and it is not an ISO standard

7. Error byte E=0x07 It means the power supply has two methods: Main power supply and backup power

supply. When the main power supply is off-power, backup power su

communication package from Host, Reader returns error.

8. CRT-310 Card Reader Operation Command

Operation Command List

will run. After receiving

position setup

Command byte | Command parame
Command scr1
CM PM
Card Stop 0x2E Pm rd stop etup after card enters into the

card re and read the data from magnetic card.

Card in 0x2F Poak; s nable orb%e card in from front side or rear side
control d % A \ \
Reset 0x30 % ReseMd reader, return the software version
1 \I}\/o?et card reader, eject it to the front side if there is a
}\\ \&\\\ } card in, return the software version
%\2/ Reset card reader, eject it to the rear side if there is a
\ card in, return the software version
Read/write 0 \ \%A Read the S/N from the card reader
SN \J 0x3B Write the S/N to the card reader
(Only V3.0)
Check status 0x31 0x2F Check status of each sensor
0x30 Check status of reader(e.g. Whether card in or not)
Check IC card 0x31 0x31 Check IC Card type automatically
type
Move card 0x32 0x2E Enter card stopped at the position with holding card or
operation position inside reader into the card reader
0x2F Move the card stopped at the position with holding
card or position inside reader to the IC card operation
position. And then card read/write IC card.
0x30 Eject card from front side without holding
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0x31 Eject card from front side and hold it
0x32 Eject card from rear side and hold it
0x33 Eject card from rear side without holding
IC card 0x33 0x30 IC card power on
power on/off 0x31 IC card power off
SIM card 0x4A 0x31 SIM card power off
power off
Set comm. 0x34 0x30 UART=1200 BPS
Baud rate 0x31 UART=2400 BPS
0x32 UART=4800
0x33 UART=9606BPS "\
0x34 UABT=19200080S ) |
0x35 UART=383000 8PS KON
Each card operation command, see operation process y@\\\\ \\ W

8.1 Reset Command
8.1.1 Reset
Host sends: (Pm=0x30, 0x31, }(\ﬁ
0x02 | 0x00 0x02 0x30 P 0x03 BC6\<

Pm=0x30 Reset card 12
Pm=0x31 Reset gard
Pm=0x32 Resét ca

ftware v Sl

h the S are ver§iQriyej ect it to the front side without holding

e soft vefgion, eject it to the rear side without holding

Reader returns:

0x02 | 0x00 | 0xOF bxgo Pm ?Jg\{d\rggder version SV 0x03 | BCC
Card reader version: CRT3 rd reader SV%RT 310 V3.’

8.1.2 Read CRT-310 Card r’s’S/IN
Host sends:
0x02 | 0x00 0x02 0x30 | 0x3A | 0x03 | BCC

Reader operation succeeded returns Operation status byte P=Y’ (0x59)

0x02 | Communication  package [0x30 | 0x3A | Operation status byte P | S/N data package | 0x03 | BCC

length 2 byte
S/N data default value=*CRT 310 V3.0 "
Reader operation failed: Operation status byte P="N" (0x4E)

0x02 | 0x00 | 0x03 | 0x30 | 0x3A | Operation status byte P | 0x03 | BCC
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8.1.3 Write CRT-310 Card Reader’s S/N

Host sends:
0x02 | Communication package length 2 byte | 0x30 | 0x3A | N byte S/N data package | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x03 | 0x30 | 0x3A | Operation status byte P | 0x03 | BCC

Operation status byte ~ P=Y" (0x59)
P="N" (0x4E)
N byte S/N data package: S/N data will be written, N = 0x01—0x10 (S/N data (min)=1 byte, S/N data
(max)=1 byte 16 byte)
Write data in HEX code mode.
8.2 CRT310 Card In Control, Stop Position setup operation
8.2.1 CRT310 Card In Control Setup Command Operation

Host sends:
0x02 | 0x00 | 0x03 | 0x2F | Pml1 | Pm2 | 0x03 | BCC

Pm1=0x31 Prohibit card in from front side

Pm1=0x32 Allow card in by Magnetic card

Pm1=0x33
Pm1=0x34

Pm2=0x30
Pm2=0x31

Reader returns:
0x02 | 0x00 | 0x04 | 0K \Pm! | PR\ CoypFteader status byte S | 0x03 | BCC

S=‘N" (0x4E) success \)

S=Y" (0x59) failure

After the reader executes power on or reset command, the default card in mode is allowing card in by switch

mode and allow card in from rear side.
Note: To the reader without electric shutter, it only could response card in by switch mode. It is not allowed card
in by magnetic card mode and in magnetic signal mode, or the Reader will return “Command could not be
executed”.

8.2.2 CRT310 Stop Position Setup (Set the stop position after card in and read magnetic card)

After card reader executes power on or reset, the default stop position is stopping inside the reader

Host sends:
0x02 | 0x00 | 0x02 | 0x2E | Pm | 0x03 | BCC
Pm=0x30 Card in and stop in the front side without holding the card.
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Pm=0x31 Card in and stop in the front side with holding the card.
Pm=0x32 Card in and stop inside the front side, but IC card contact does not connect with card, and RF
(Mifare one) card is ready to be read/written.
Pm=0x33 Card in and stop inside the front side, and IC card contact connects with card, IC card and RF
(Mifare one) card is ready to be read/written.
Pm=0x34 Card in and stop in the rear side with holding the card.
Pm=0x35 Card in and stop in the rear side without holding the card.

Reader returns:

0x02 | 0x00

0x03 | 0x2E | Pm | Card reader status S | 0x03 | BCC

S=‘N’ (0x4E) failure
S=Y’ (0x59) success

Note: When we execute setting stop card at IC card operating position after card in’x dder without IC Card module, the

invalid.

8.3 CRT310 Card reader Status Information
8.3.1 CRT310 Card reader status checking

Host Sends:

ard operating position will be

0x02 | 0x00

0x02 | 0x31 | 0x30 | 0xpFTBeC

Reader Returns

N

readgar/status Card reader status | 0x03 | BCC

0x02 | 0x00 | 0x05
S3
S1=0X46 Wit] r than the standard card)
S1=0X47 Wit shorter than the standard card)
S1=0X48 Card t holding card. (In other words, card is ejected from the front side) .
S1=0X49 Card stops atthe front sidRposittyn xith holding card.
S1=0X4A Card stops insSiq
S1=0X4B Card stops inside thecardr€ader, and contact connects with IC card.
S1=0X4C Card stops at the rear side position with holding card.
S1=0X4D Card stops at the rear side position without holding card. (In other words, card is ejected from the rear side and
captured) .
S1=0x4E No card in the reader.
S2=0X49 Allow card in by magnetic card mode and only allow magnetic card in by opening the shutter.
S2=0X4A Allow card in by switch mode. Allow magnetic card, IC card, M1 RF card and dual interface card in.
S2=0X4B Allow card in by magnetic signal mode. Allow thin paper magnetic card in.

S2=0x4E

Prohibit card in.
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S3=0X4A Allow card in from rear side. Allow magnetic card, IC card, M1 RF card and dual interface card in.
S3=0x4E Prohibit card in from rear side.

8.3.2 CRT310 Sensor Status Checking (Compatible with VV2):

Host sends: Reader checks the sensor status automatically (Spcs infrared sensors status, shutter status, switch sensor status).

0x02 | 0x00 | 0x02 | 0x31 | Ox2F | 0x03 | BCC

Reader returns:

PSS2 | PSS3 | PSS4 | PSS5 | CTSW | KSW | 0x03 | BCC

0x02 | 0x00 | 0x09 | 0x31 | Ox2F | PSS1

PSS1—PSSS:  infrared sensor status PSS (1...5) =0X30 no card on the sensor position;

ensor position.

PSS (1...5) =0X31 with card on the

CTSW: Shutter status CTSW=0X30 shutter is close

CTSW=0X31 shutter is open

KSW: Switch sensor status

8.3.3 CRT310 Sensor Status Checking (Only for V3):

Reader checks the sensor status automatically (6pcs inXpared

Host sends:

0x02 | 0x00 | 0x02 | 0x31 | 0x2E | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x0A | 0x31 | 0x2E | PSSO /F§S‘I\

PSS0—PSS5: infrared sensor status:

NPSS2 SS m4 PSS5 SW | KSW | 0x03 | BCC

\g\%:? sensor position;
rd on th¢ sensor position;

CTSW: Shutter status

KSW: switch\sgnsor status

8.4 CRT310 Auto testing th

Host sends: reader auto testing the Card-type, and return the card type

0x02 | 0x00 | 0x02 | 0x31 | 0x31 | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x04 | 0x31 | 0x31 | Card type byte S1 | Card type byte S2 | 0x03 | BCC
Card type byte: S1, S2:
Card type byte S1 Card type byte S2 Card type instruction
N’ ‘0 No card inside
‘1 Unknown card type
2 Card is not in the right position where
it can be operated.
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‘0 ‘0 RF ID card (Contactless)
‘1 ‘0 T=0 Contact CPU card
‘1 T=1 Contact CPU card
2 ‘0 24C01 card
‘1 24C02 card
2 24C04 card
3 24C08 card
‘4 24C16 card
‘5 24C32 card
‘6’ 24C64 card
3 0 SL4442 card L
‘1 SL4428 card L~
» 0 AT8S102card  ({
5t AT88S1604 card .\
2 ATSESI02 g\ \)
3 AT88SC160Nard

RF card an ct IC card, but not dual interface

card. For contact card, the testing result is only for ¢ i axbe not correct if the card is not clean.

8.5 CRT310 Card reader card move op

Move the card which is stoppe ition\gt osition inside the reader to a new position and wait for

operation.

Host sends: %\

0x02 | 0x00 | 0x02 0x3\% Pm | 0x03 }(%\

Pm=0x2E Move inside the reader, thehndo RF(M1) R/W.

Pm=0x2F Move cardNusdide the readeX\contget connect with IC card then do IC card R/W.

Pm=0x30 Move card to th i thout holding the card on the position.

Pm=0x31 Move card to the front side with holding the card on the position.

Pm=0x32 Move card to the rear side with holding the card on the position.

Pm=0x33 Move card to the rear side without holding the card on the position.
Pm=0x34 Eject the abnormal card out of the reader from the rear side, for short card, shall use the standard card to support

to eject it out of the reader (This command is used to clean the card inside.)

Reader returns:

0x02 | 0x00 | 0x03 | 0x32 | Pm | Operation status byte P | 0x03 | BCC

P=Y" (0x59) success
P=N" (0x4E) failure
P=‘E> (0x45) no card in reader
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P=W’(0x57)  card is not in the right position where it can be operated.

Note: When the card is not on the position with holding card or position inside the reader, if we execute the

command such as eject card or card in, it will return “card is not in the right position where it can be

operated”.
When we execute moving card to IC card operating position after card in on the Reader without IC Card

module, the Reader will return “Command could not be executed”. The operation of moving card to IC

card operating position will be invalid.

8.6 IC Card. SIM Card Power On/Off

8. 6. 1 Contact IC Card Power On/Off
Host sends:
0x02 | 0x00 | 0x02 | 0x33 | Pm | 0x03 | BCC
Pm=0x30 IC Card Power on
Pm=0x31 IC Card Power off
Reader returns: /\@
}h\)g\ BCON

0x02 | 0x00 | 0x03 | 0x33 | Pm | Operation status byt
A

Operation status byte

Note: When the card is no

invalid.

8. 6. 2 SIM Card Power O

Host sends:

0x02 | 0x00 | 0x02 | Ox4A | 0x31 | 0x03 | BCC

Pm=0x31  SIM Card power off

Reader returns:

0x02 | 0x00 | 0x03 | Ox4A | Pm | Operation status byte P | 0x03 | BCC

Operation status byte P=Y’ (0x59)  success
P="N" (0x4E) failure
Note: SIM card Power on is executed when Reader execute SIM Card Reset operation.
When we execute SIM Card Power On/Off on the Reader without SIM Card function, the Reader will

return “Command could not be executed”. The operation of SIM Card Power On/Off will be invalid.
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8.7 Shutter indicator light control operation
8. 7. 1 Indicator Light On/Off operation
Host resends:
0x02 | 0x00 | 0x02 | 0x46 | Pm | 0x03 | BCC
Pm=0x30 Indicator light on
Pm=0x31 Indicator light off
Reader returns:
0x02 | 0x00 | 0x03 | 0x46 | Pm | Operation status byte P | 0x03 | BCC
Operation status byte ~ P=Y" (0x59)  success

8. 7. 2 Twinkle Indicator Light Operation (Twinkle cycle is adjustable)

Host sends:
0x02 | 0x00 | 0x03 | 0x49 | Pml | Pm2 | 0x03 | BCC
Pml: time value of indicator light on (Pm1=0x00-0xFF,

Pm2: time value of indicator light off (Pm2=0x00-03FE, t
Reader returns:

0x02 | 0x00 | 0x04 | 0x49 | Pml | Pm2 | Operation st s\a&sw

Operation status byte ~ P=Y" (0x59)

(Pm1=0x01,Pm2=0x01) .
When Pm1=0x00 and Pm2 is anyy

Notice: After Reset po¥we
Light On/Off o
Indicator Light

8.8 Set baud rate of co

Host sends:

0x02 | 0x00 | 0x02 | 0x34 | Pm | 0x63-1 BCC
Pm=0x30 uart=1200bps
Pm=0x31  uart=2400pbs
Pm=0x32  uart=4800bps
Pm=0x33  uart=9600bps
Pm=0x34  uart=19200bps
Pm=0x35 uart=38400bps
Reader returns:
0x02 | 0x00 | 0x03 | 0x33 | Pm | Operation status byte P | 0x03 | BCC
Operation status byte P=Y> (0x59)  success
Operation status byte P="N" (0x4E) failure
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Reader reset baud rate according to Host after Host received operation success information and save in EEPROM of

Reader. Host need to initialize baud rate and comm. port setting.

8.9 Enable or Disable using the communication port from a third party:

Host sends:

0x02 | 0x00 | 0x02 | OXFA | Pm | 0x03 | BCC

Pm =0x30 Enable using the communication port from third part

Pm =0x31 Disable using the communication port from third part

Reader returns:
0x02 | 0x00 | 0x03 | OxFA | Pm | Operation status byte P | 0x03 | BCC

Operation status byte P=Y” (0x59)  Success

Operation status byte P="N’ (0x4E) failure

The communication port from a third party, allows the communication pd

# third party combining with

9. CRT-310 V3.0 Cards Operatign Pr

9.1. Mifare 1 Card Operation Comman ead
9.1.1 Seek RF card:

Host sends:

0x02 | 0x00 | 0x02 | 0x36 Q30 N3 PeC

Reader returns: //-\ ) k
0x02 | 0x00 | 0x03{} 0x35 | 0x30\ &R 0xa3 BCQY

Operation Status Byt¢ k cMccessfully

failtoSseek card

9.1.2 Capture S/N of Mifare 1 card

Host sends:
0x02 | 0x00 | 0x02 | 0x35 | 0x31 | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x06 | 0x35 | 0x31 | Operation status P | 4 byte hex Card S/N | 0x03 | BCC

Operation status Byte P:
P= Y’ (0X59) capture card S/N successfully and return the card S/N;
P= ‘N’ (0X4E) fail to capture card S/N and return empty S/N (0X00, 0X00, 0X00, 0X00)

P=‘E’(0X45) no cardin
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4 byte Card S/N transmitted by hex, such as “C6B272AE”
E.g.: The uploading communication package: 0x02 0x00 0x06 0x35 0x31 0xC6 0xB2 0x72 OXAE 0x03 BCC

9.1.3 Check Password of Sector
Use Key A or Key B to check the appointed sector

9.1.3.1 Parity Key_A:

Host sends:
0x02 | 0x00 | 0x09 | 0x35 | 0x32

Sector No. | 6 byte hex Password | 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x04 | 0x35 | 0x32

Operation status byte ~ P= Y’ (0X59)
P=°0"(0X30) no RF card in

P=°3"(0X33) password error
P=‘E’(0X45) no card inreade
P="W’ (0x57)

Sector No. | Operation status byte P 3 | BCC

password parity successfally

¢ it operated.

9.1.3.2 Parity Key B

Host sends:
0x02 | 0x00 | 0x09 | 0x35 | 0x39 | Sector No. hex Passw}n\{\ 0x03 | BCC

Reader returns: A \\\ \
0x02 | 0x00 | 0x04 | 0x35 | 0x30¢Qactor Ny, | Oper®ih standbyte P | 0x03 | BCC

word paxity suc%ssfully

Operation status byte

OX30) o RF cai i
Ssword/efror

no caud in reader

Note: Sector No.=
Block No.= 0x
blocks for each sector

each sector from Sector 32 to Sector 39: 0x00~0x0F )
Could not read data, write data or do value operation on the data of the block of the sector until

S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4
Sector 0 to Sector 31: 0x00 0x01 0x02 0x03, and it has 16 blocks for

configure that the password is correct.

9.1.4 Read data on sector
Host sends:
0x02 | 0x00 | 0x04
For S50, Sector No.= 0x00 0x1 0x02 ......
Block No.= 0x00 0x01 0x02 0x03
For S70, Sector No.= 0x00 0x1 0x02 ......

0x35 | 0x33 | Sector No. | Block No. | 0x03 | BCC
0x0F ( S50 Card has 16 sectors)

0x28 ( S70 Card has 40 sectors)
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Block No.= 0x00 0x01 0x02 0x03 (S50 block No. , S70 block N0.=0x00~0x0F )

Reader reads data successfully and returns:

0x02 | 0x00 | 0x15 | 0x35 | 0x33 | Sector | Block P=0x59 | 16 byte hex Data | 0x03 | BCC
No. No.

Operation status byte: P= ‘Y’ (0X59)
Read sector block data successfully and upload 16 byte data
Reader fails to read sector block data and returns:

0x02 | 0x00 | 0x05 | 0x35 | 0x33 | Sector No. | Block No. | Operation status byte P | 0x03 | BCC

Operation status byte
P=°0"(0X30) cannot seek RF card
P=°1"(0X31) operated sector No. is wrong (not the sector by pass
P=°2"(0X32) S/N of operated card error
P=°3"(0X33) password error
P=°4’(0X34) dataread error

P=‘E’(0X45) nocardin

P="W’(0x57)  card is not in the right position
19-Cerd Sector No.=0x00 ~0x28)

r: 0x00 0x01 0x02 0x03, S70 has 4
0x03, and it has 16 blocks for

Note: Sector No.= 0x00 ~0x28
Block No.= 0x00 ~0x0F
blocks for each sector fro

each sector from Sect

9.1.5 Write data on sect

Host sends: A

0x02 | 0x00 | 0x1d, | 0x35 | 0x34[ SodorNo. Y Block No. | 16 byte hex Data | 0x03 | BCC

Reader writes data su}c\%gsﬁﬂly and retu}x{\ N

0x02 | 0x00 | 0x15 \Q 0x34 | RetorNp? | Block No. | P | 16 byte hex Data | 0x03 | BCC

Operation status byte: P (0X59
Write sector block data success and upload 16 byte data that is written

Reader fails to write sector block data and returns:

0x02 | 0x00 | 0x05 | 0x35 | 0x33 | Sector No. | Block No. | Operation status byte P | 0x03 | BCC

Operation status byte
P=°0"(0X30) cannot seek RF card
P=°1"(0X31) operated sector No. is wrong (not the sector by password checked)
P=2"(0X32) S/N of operated card error
P=°3"(0X33) password error
P=°4>(0X34) block data written error
P=“E’ (0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated.
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Note: Sector No.= 0x00 ~0x28 (S50 Card Sector No.=0x00 ~0x0F, S70 Card Sector No.=0x00 ~0x28)
Block No.= 0x00 ~0xOF (S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4
blocks for each sector from Sector 0 to Sector 31: 0x00 0x01 0x02 0x03, and it has 16 blocks

for each sector from Sector 32 to Sector 39: 0x00~0x0F)
For S50&S70 the Block No. 0X03 of each sector from Sector 0 to Sector 31 and the Block No. 0XO0F of
each sector from Sector 32 to Sector 39 of S70 card is the storage area for KEYA, Control byte and
KEYB. And write on this block may lead card locked and useless, please be cautious when operate to

this block. To find detail in Philips M1 card specification.

9.1.6 Modify password
This operation can modify password of KEYA only, and change KEYB pass

FF, OxFF, OxFF, OxFF, OxFF,
O0xFF”; at the same time modify the storage area to: “OxFF, 0x07, 0x80, 0x69” XY rok default setting)

Host sends: ((\

0x02 | 0x00 | 0x09 | 0x35 | 0x35 | Sector No. | 6 byte h})\PaQ\%rd

Sector No.= 0x00 ~0x28(For S50 Sector No.= 0 )ﬁFo 0 Sector Wx%)
Reader returns:

0x02 | 0x00 | 0x04 | 0x35 | 0x35 | Sector NOQ Operatlon sta \hyte P
Operation status byte

P= Y’ (0X59)

P=°0"(0X30)

ght position where it can be operated.

KeyB) and ACW completely, write block 3 data of each sector

PS M1 card specification):

0 1 2 3 4 5 6 7 8 9 10 | 11 12 |13 |14 |15

6 byte KeyA password 4 byte ACW 6 byte KeyB password

9.1.7 Increment Operation
Host sends:
0x02 | 0x00 | 0x08 0x35 | 0x37 | Sector No. | Block No. 4 byte hex data 0x03 | BCC

4 byte hex data is the increased value of appointed sector block (low byte in front, high byte behind).
Eg. The sector 5 block 0 need to increase to 0x10, the 4 byte hex data are: “0x10, 0x00, 0x00, 0x00”
Reader returns:

0x02 | 0x00 | 0x05 | 0x35 | 0x37 | Sector No. | Block No. | Operation status byte P 0x03 | BCC
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Operation status byte

P=°0 *(0X30) cannot seek RF card

P=°1"(0X31) operated sector No. is wrong (not the sector by password checked)

P=2"(0X32) S/N of operated card error

P=3"(0X33) password error

P=4"(0X34) format of block data error (not written in a value format)

P=°5"(0X35) increment over load

P=E’ (0X45) no card in reader

P= Y’ (0X59) operation successful

P=W’ (0x57) card is not in the right position where it can be operated.

ard Sector No.=0x00 ~0x28)
Ox01 0x02 0x03, S70 has 4

Note: Sector No.= 0x00 ~0x28 (S50 Card Sector No.=0x00 ~0x0f
Block No.= 0x00 ~0xOF (S50 has four blocks for each sectq
blocks for each sector from Sector 0 to Sector 31: PKO0 DXQI Ox0Ox 0 and it has 16 blocks for

9.1.8 Decrement operation
Host sends: \

0x02 | 0x00 | 0x08 | 0x35 | 0x38, /SSetor NoN\Brolko. | 4 bybahek data 0x03 | BCC

</
4 byte hex data is the decreased of appainted se lo w byte in front, high byte behind). The value
cannot be 0, otherwise, operating~yill ilyte.
Reader returns: Zﬂ& \
7

0x02 | 0x00 | 0x05 ﬁ& \QE\’\ &ctorN Blocy 0. | Operation status byte P 0x03 | BCC

~N

Operation status byte

P=°0"(0X30)

P=°1"(0X31)

P= 2" (0X32)

P= 3" (0X33) pass

P=4"(0X34) format of block data error (not written in a value format)
P= 5" (0X35) increment over load

P=‘E’ (0X45) no card in reader

P= Y’ (0X59) operation success

P="W’ (0x57) card is not in the right position where it can be operated.

Note: Sector No.= 0x00 ~0x28 (S50 Card Sector No.=0x00 ~0x0F, S70 Card Sector No.=0x00 ~0x28)
Block No.= 0x00 ~0xOF (S50 has four blocks for each sector: 0x00 0x01 0x02 0x03, S70 has 4
blocks for each sector from Sector 0 to Sector 31: 0x00 0x01 0x02 0x03, and it has 16 blocks for
each sector from Sector 32 to Sector 39: 0x00~0x0F)

The last block of each sector could not do Increment and Decrement Operation
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9.1.9 Value initialization
Executed by writing block data command, write 16 byte data according to MIFARE value format. The format

as below:
0 1 2 3 4 5 6 7 8 9 10 (11 |12 |13 14 |15
Value /Value Value Adr | /Adr | Adr | /Adr
Value:  the initializing 4 byte value, low byte of the value in front, high byte behind
/Value: value opposite the initializing 4 byte value
Adr: the block address of the initializing value: Adr= sector No. X 4 + block No.
/Adr:  value opposite of the initializing block address

The last block of each sector could not do Increment and Decrement Opef

Control byte

when initiali

9.2. 24CXX Series

9.2.1 Card type setting

Host sends:

0x02 | 0x00 | 0x03 | 0x36 | 0X30 | Card type N | 0x03 | BCC

N=0x30 Set card as 24C01 128BYTE ADR=0x0000—0x007F
N=0x31 Set card as 24C02 256BYTE ADR=0x0000—0x00FF
N=0x32 Set card as 24C04 512BYTE ADR=0x0000—0x01FF
N=0x33 Set card as 24C08 1K BYTE ADR=0x0000—0x03FF
N=0x34 Set card as 24C16 2K BYTE ADR=0x0000—0x07FF
N=0x35 Set card as 24C32 4K BYTE ADR=0x0000—0x0FFF
N=0x36 Set card as 24C64 8K BYTE ADR=0x0000—0x1FFF

Reader returns:

0x02 | 0x00

0x03 | BCC

Operation status byte P

0X30

0x36 Card type N

0x04
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P= ‘N’ (0X4E) set card unsuccessfully
P= Y’ (0X59) set card successfully
P=“E’ (0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated.
9.2.2 Read card
Host sends:
0x02 | 0x00 | 0x06 | 0x36 | 0x31 | Cardtype | Operation first address 2 | Operation length: | 0x03 | BCC
N byte L
Operation length L=0X01~0X80: 1| BYTE <L <128 BYTE
Operation first address 2 BYTE: effective address depended on capac;j d
Reader returns:
Read card successfully and return: P= ‘Y’ (0X59)
0x02 | Communication | 0x36 | 0x31 Card | Operatig 0x | BCC
package Length type N | stat e 03
(2 byte)
Communication Package Length="7 + o ion 1e\r)1gth L \\Jj
Fail to read card and return: \
0x02 | 0x00 | 0x04 | 0x36 | 0x31 Cg&typ%N Opxxati tus byte P 03 | BCC
P= N’ (0X4E) fail to read \%\?}\“{» \:P?
P=“E’ (0X45) no car
P="W’ (0x57) carty icdn be operated.
9.2.3 Write card
9.2.3.1 Write without pant
Host sends:
0x02 Communication \t\ 0x3 Card Operation | Operati | Data | 0x03 | BCC
package Length type N | first address on read
(2 byte) 2 byte length L | n byte
Note: Communication Package Length= 6 + operation length L
Operation length L=0X01~0X80: 1 byte <L < 128 byte
Reader returns:
0x02 | 0x00 | 0x04 | 0x36 | 0x32 | Card type N | Operation status byte P | 0x03 | BCC
P= Y’ (0X59) write card successfully
P= ‘N’ (0X4E) fail to write card
P=“E’(0X45) no card in reader
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9.2.3.2 Write with parity

Host sends:
0x02 Communication 0x36 | 0x33 | Card | Operation | Operation | Data | 0x03 | BCC

package Length type | first address | length L read

(2 byte) N 2 byte n byte

Note: Communication Package Length= 6 + operation length L
Operation length L=0X01~0X80: 1 byte <L < 128 byte
Reader returns:

Write card successfully with parity and return:
0x02 | Communication | 0x36 | 0x33 | Card Operation Operatio Read data | 0x03 | BCC | 0x02

package Length type | first address len, < itten
(2 byte) N 2 byte n pyte
Communication Package Length= 7 + operation length L N%
Fail to write card and return: @
Reader returns: 72\

0x02 | 0x00 | 0x04 | 0x36 | 0x33 | Card type N | OpeNionsQtus byte RPNx03 | BC
P= ‘N’ (0X4E) fail to write card \\JJ

P=“E’(0X45) no card in reader
P=‘W’(0x57) cardis notin

9.3.1 CPU card col 0
Host sends:
0x02 | 0x00 | 0x02 0}\"{\7\ 0x30 | 0x03\BCC

Reader operates successfullixand retums:&gere%@? status byte P= ‘Y’ (0X59) (T=0 CPU card)
0x02 | Communication Oxh\w operation Length of reset Datareset | 0x03 | BCC

positi it can be opgrated.

package length status data package 2 n byte

2 byte byte P byte

Communication package length=5+ length of data reset n

Reader operates successfully and returns: operation status byte P= ‘Z’ (0X5A) (T=1 CPU card)

0x02 | Communication | 0x37 0x30 operation Length of reset Datareset | 0x03 | BCC
package length status data package 2 n byte
2 byte byte P byte

Communication package length=5+ length of data reset n

Reader fails to operate and returns:
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Operation status byte P | 0x03 | BCC

0x02 | 0x00 | 0x03 | 0x37 | 0x30
P= ‘N’ (0X4E) fail to reset

P=“E’(0X45) no card in reader
card is not in the right position where it can be operated.

P="W’ (0x57)

9.3.2 CPU card warm reset (Just reset when it is already power on)

Host sends:
0x02 | 0x00 | 0x02 | 0x37 | 0X2F | 0x03 | BCC

Reader operates successfully and returns: operation status byte P= ‘Y’ (0X59) (T=0 CPU card)
Length of reset tareset | 0x03 | BCC

0x37 0x2F | operation

0x02 | Communication
status data package n

package length
byte P byte

2 byte
Communication package length=5+ length of data reset n
5A) ard)

Reader operates successfully and returns: operation status bytyP\‘Z’ AC
N
0x2F operation th of r }t\ Datanrsset y)«% BCC

status dat

0x02 | Communication | 0x37

kage 2 n byt

package length
2 byt byQP\ b
yte O

Communication package length=5+ th of }%1 »

Reader fails to operate and returns: \
0x02 | 0x00 | 0x03 | 0x37 JBx2RQpermtiegStatts byte N 0x03 ] BCC
P= ‘N’ (0X4E) fail 57 v

P=‘E’ (0X45)
P=W" (0x57)

re it can be operated.

9.3.3 T=0 CPU card C-

Host sends
0x02 | Communication | 0x37 | 0x31 C-APDU package C-APDU 0x03 BCC
package length length 2 byte package n
2 byte byte

Communication package length=4+ C-APDU package length n ( n(max)=262 )

Reader operates successfully and returns: operation status byte P= ‘Y’ (0X59)

BC

0x37 | 0x31 operation C-APDU C-APDU 0x0

status byte | operation return Operation 3

byte P package length | return package
2 byte 2 byte

0x02 Communication

package length 2

Communication package length=5+ C-APDU return package length n (n(max)=257 byte)
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Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x37 | 0x31 | Operation status byte P | 0x03 | BCC
P= ‘N’ (0X4E) fail to reset
P=‘E’(0X45) no card in reader

P="W’(0x57) card is not in the right position where it can be operated.
For the operation of CPU Card C-APDU, please select the correspond command of T=0/T=1 according to reset

card type.
9.3.4 T=1 CPU card C-APDU operation:
0x02 | Communication | 0x37 | 0x32 C-APDU package C-APD 0x03 BCC
length 2 byte pa en

package length

2 byte by
/]
Communication package length=4+ C-APDU package length n\(\n(max ) N
59)
C-A B\\

Reader operates successfully and returns: operation status by}m ’
AP | 0x0 | BC
C

0x02 Communication | 0x37 | 0x32 operafign
status b 3

package length 2

byte \
Communication package length=544-APD retuWh n (Mx)=257 byte)

Reader fails to operate and returns:
0x37 /B33 Qpetaliefy stads byte N\ 0x03 | BCC
1V

0x02 | 0x00 | 0x03
P= ‘N’ (0X4E) fail tqrés
P=‘E’ (0X45)

P=W’ (0x57) ¢

For the operation of

eration

n package

2 byte

1 it can be operated.
ease select the correspond command of T=0/T=1 according to reset

card type.

9.4. SIMENS SLE4442 Card Operation
9.4.1 SLEA4442 card reset

Host sends:

0x02 | 0x00 | 0x02 | 0x38 | 0X30 | 0x03 | BCC
successfully and returns: operation status byte P= ‘Y’ (0X59)
0x03 | BCC

Reader operates
operation status byte P Reset data

0x02 | 0x00

0x07 | 0x38 | 0x30
package 4 byte

operate and returns:
0x03 | 0x38 | 0x30

0x03 | BCC

Reader fails to

operation status byte P

0x02 | 0x00
P= ‘N’ (0X4E) fail to reset
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‘E’ (0X45) no card in reader
card is not in the right position where it can be operated.

9.4.2 Read 4442 main memory

Host sends:

0X31 | Read first address | Read length | 0x03 | BCC

ADR 1 byte L 1 byte

0x00 | 0x04 | 0x38

Reader operates successfully and returns:

ADR= 00-FF
L =0x01-0x80

Operation length L=0X01~0X80, 1 byte <L < 128 byte
address and length within valid

Main memory of 4442 has 256 bytes; please be cautious about operat
range.
operation status byte P= ‘Y’ (0X59

9.4.3 Read 4442 prqtection area

Host sends:

0x02 | Communication | 0x38 | 0x31 | operation | Read fir d ta | 0x03 | BCC
length status addeess (& yte @
2 byte byte P N DR
Communication length=5+ read length L X \)} (4
Reader fails to operate and returns K
Read firs ress | Read length L | 0x03 | BCC

0x02 | 0x00 | 0x05 | 0x38 | 0x31 oper

P= ‘N’ (0X4E) fail to read card
P=“E’(0X45) nocardi €
P=W’(0x57) cardi o the r

0x02 | 0x00 | 0x02 | ONI8| 0x32 | Ry03 Y Bee

Reader operates successfully and returns:

\\)operation status byte P= ‘Y’ (0X59)

32 byte protection bit | 0x03 | BCC

operation status byte P

0x02 | 0x00 | 0x23 | 0x38 | 0x32
Each bit in Protection Memory is corresponding with the protection status of the same address in Main Memory.

The address ranks from low to high.
Protection bit=0x00 Protect bit valid, can not write this byte

Protection bit=0x01 Protect bit invalid, can write the data of this byte

Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x38 | 0x32 | operation status byte P | 0x03 | BCC

P= ‘N’ (0X4E) fail to read card

P=°E’(0X45) no card in reader




e s (B Model No. CRT-310 Card reader
=~="|SPECIFICATION el 0L ad)
— —; c ication Protocol Ver. 3.0
_C'REA__-TGR ommunication Protoco Page 25/47

P=‘W’ (0x57) card is not in the right position where it can be operated.
When read the protection area, it can read all 32byte protection status from 4442 Card at once.

9.4.4 Read 4442 PSC area

Host sends:

0x02 | 0x00 | 0x02 | 0x38 | 0X33 | 0x03 | BCC

Reader operates successfully and returns: operation status byte P= ‘Y’ (0X59)
0x02 | 0x00 | 0x07 | 0x38 | 0x33 | operation status byte P | Security area/da.ta\gackage 4 byte | 0x03 | BCC

First byte in Security Area data package: password error counter

Second byte in Security Area data package: password data 1

Third byte in Security Area data package: password data 2

Fourth byte in Security Area data package: password d
mount is 1), 0x04

Reader fails to operate and returns: \

0x02 | 0x00 | 0x03 | 0x38 | 0x33 | pgcrarion staruNgyteRI\0x03 | BOGY
P= ‘N’ (0X4E) fail to read \¢

P=“E’ (0X45) no card inxg
P=W’ (0x57) card ix#

9.4.5 Password par
Host sends:

0x02 | 0x00 | 0x05 NB\ 0x34 %ﬁsxx%g%ata, 3byte | 0x03 | BCC
Reader operates and returns: ))

0x02 | 0x00 | 0x03 | 0x38 | 0x34 T operation status byte P | 0x03 | BCC

P= Y’ (0X59) Password correct

P=‘N’(0X4E) Password error

P=°‘E’(0X45) No card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated

9.4.6 Write main memory (00H-FFH)

Host sends:

0x02 | Communication | 0x38 | 0x35 | Write first address | Write length | Write data | 0x03 | BCC
length 2 byte ADR (1 byte) L L byte

Communication length = 4+ write length L
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Operation length L = 0x01~0x80, 1 byte <L < 128 byte
Reader operates and returns:
0x02 | 0x00 | 0x05 | 0x38 | 0x35 | operation status | Write first address ADR | Write length | 0x03 | BCC
byte P L

P= Y’ (0X59) write successfully

P= ‘N’ (0X4E) fail to write

P=“E’(0X45) no card in reader
P=‘W’(0x57) card is not in the right position where it can be operated

9.4.7 Write-protect memory (ADR: 0x0000-0x0031 L=32 BYTE)

Host sends:
32 byte production bit Ox({({ \B%

0x02 | 0x00 | 0x22 | 0x38 | 0x36
Communication package length L=4 + len

Note:
Adr first address byte of writing protection
Len length of byte of writing protection
Sbyte Unit status byte package of w
Len byte : write-protect data

When it is in operation we shei

Reader operates and fgturns:

0x02 | 0x00 | 0x03 NSE& 0x36
P= Y’ (0X59) write'suscessfully

\a\on}az}? byte P | 0x03 | BCC

P= N’ (0X4E) fail to wrl

P=“E’ (0X45) no card in reade
P=‘W’ (0x57) card is not in the right position where it can be operated

9.4.8 Modify password

Host sends:
0x02 | 0x00 | 0x05 | 0x38 | 0x37 | Password data 3 byte | 0x03 | BCC
Reader operates and returns:
0x02 | 0x00 | 0x03 | 0x38 | 0x37 | operation status byte P | 0x03 | BCC

P=°Y’ (0X59) password changed successfully
P= ‘N’ (0X4E) fail to change password
P=“E’(0X45) no card in reader




e s (B Model No. CRT-310 Card reader
=~="|SPECIFICATION el e E
— —; c ication Protocol Ver. 3.0
_CREA__-TGR ommunication Protoco Page 27/47

P=‘W’ (0x57) card is not in the right position where it can be operated

9.5. SLE4428 Card Operation
9.5.1 Reset

Host sends:

0x02 | 0x00 | 0x02 | 0x39 | 0X30 | 0x03 | BCC
ssfully and returns: operation status byte P= Y’ (0X59)

Reset data package 4 byte

Reader operates succe
0x02 | 0x00 | 0x07 | 0x39 | 0x30 | operation status byte P

0x03 | BCC

Reader fails to operate and returns:
0x02 | 0x00 | 0x03 | 0x39 | 0x30 | operation status byte P | 0x03 Bg
P= ‘N’ (0X4E) fail to reset
P=°‘E’(0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it ¢

9.5.2 Read 4428 main memory (without protecti

Host sends: K

0x02 | 0x00 | 0x05 | 0x39 | 0x31 |  Read ﬁrs\x\d% Rea(}\t\e\\gthyleyte 0x03 | BCC
/A@sz

ADR=0000-03FF
L =0x01- 0x80
Operation length L=0X01~ ,

afion address and length within valid range.

Main memory of 4442 has 1 ¢; pledsg cauti
Reader operates succ,@nd Dugs: dperation te P= Y’ (0X59)

0x02 | Communicgtjon | 0x39 1 \o\p%%ap/ Read first Read Read 0x03 | BCC
statds address length data

length 2 by¥e
N\ \;byte P 2 byte L lbye | L byte

Communication length=5¢"x¢ad length L
Reader fails to operate and returnss
0x03 | BCC

0x02 | 0x00 | 0x06 | 0x39 | 0x31 operation Read first address Read length L
status byte P 2 byte 1 byte

P= ‘N’ (0X4E) fail to read

P=“E’(0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated

9.5.3 Read 4428 protection bit

Host sends:
0x02 | 0x00 | 0x05 | 0x39 | 0X32 | Read first address
ADR 2 byte L 1 byte

Read length | 0x03 | BCC
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ADR=0000-03FF
L =0x01- 0x80

Operation length L=0X01~0X80, 1 byte <L < 128 byte

Main memory of 4442 has 1K byte; please cautious about operation address and length within valid range.

Each bit in Protection Memory is corresponding with the protection status of same address in Main Memory.

The address ranks from low to high.
Protection bit=0x00 Protect bit valid, can not change the data of this byte

Protection bit=0x01 Protect bit invalid, can change the data of this byte

Reader operates successfully and returns: operation status byte P= Y’ (0X59)
0x02 | Communication | 0x39 | 0x32 | operation Read Protection bit | 0x03 | BCC
length 2 byte status byte P | firstadd | 1€ L1 ata L byte
2 by byt
Communication length=6+ read length L N
Reader fails to operate and returns: A\\\ \\
0x02 | 0x00 | 0x06 | 0x39 | 0x32 | operation staﬂ« ﬁrsé?a\ 0x03 | BCC
bytfs{ \x\\yte bye
P= ‘N’ (0X4E) fail to read
P=°‘E’(0X45) no card in reader
P=‘W’ (0x57) card is not in the t position wher erated
9.5.4 Password parity
Host sends: Q
0x02 | 0x00 | 0x04{ 0x30% OX}S\V@MM}% 0x03 | BCC
Reader operates and Q\X{n W
0x02 | 0x00 | 0x03 0x33 | Qperatipitatus byte P | 0x03 | BcC
P=Y’ (0X59) passwoO rrect
P=‘N’(0X4E) password e
P=“E’ (0X45) no card in reader
P="W’ (0x57) card is not in the right position where it can be operated
9.5.5 Write data (without protection bit)
Host sends:
0x02 | Communication length | 0x39 | 0x34 | write firstadd | write length write data | 0x03 | BCC
2 byte ADR 2byte L 1 byte L byte

Communication length = 5+ write length L
Range of address=0x0000—0x03FF;
Operation length L=0X01~0X80, 1 byte <L < 128 byte
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Note: Last three byte (0x03FD, 0x03FE, 0x03FF) is the key error counter of 4442 card; please do not operate

these bytes for it is easy making card useless.

BCC

Reader returns:
Write length 0x03

0x02 | 0x00 | 0x06

Write first add
ADR 2 byte L 1 byte

0x39 | 0x34 Operation status
byte P

P= Y’ (0X59) write successfully
P= ‘N’ (0X4E) fail to write

P=“E’ (0X45) no card in reader
card is not in the right position where it can be operated

9.5.6 Write data (with protection bit) /N
0x02 | Communication length 0x39 | 0x35 | write first add write\&{h/ write data | 0x03 | BCC
2 byte ADR 2by( \\L\l\byt yte

Communication length = 5+ write length L

P="W’ (0x57)

Range of address=0x0000—O0x03FF;
Operation length L=0X01~0X80, 1 byte <L <12
Note: Last three byte (0x03FD, 0x03FE, 0

card, please do not operate these bytes for it i
write protection bit.
Reader returns: \

e 1 and key byte 2 of 4442

ess. Meantime, it can’t be modified once

0x02 | 0x00 | 0x06 Writngﬁst add Write length 0x03 | BCC
\\/QDR 2 byte L 1 byte
P= Y’ (0X59) wyi \{() \/
P= ‘N’ (0X4E) i \/
P= ‘E’ (0X45) i
P="W’ (0x57) cardi where it can be operated
9.5.7 Modify password
Host sends:
Original password data 2 byte | New password data 2 byte | 0x03 | BCC

0x02 | 0x00 | 0x06 | 0x39 | 0x36

Reader returns:
0x02 | 0x00 | 0x03 | 0x39 | 0x36 | Operation status byte P | 0x03 | BCC

P=°Y’ (0X59) password changed successfully

P= ‘N’ (0X4E) fail to change password

P=“E’(0X45) no card in reader

P=W’ (0x57) card is not in the right position where it can be operated
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9.6. AT88SC102 Operation
9.6.1 Reset:
Host sends:
0x02 | 0x00 | 0x02 | 0x3A | 0x30 0x03 | BCC
Reader returns:
0x02 | 0x00 | 0x03 | 0x3A | 0x30 | Operation status bit P | 0x03 | BCC

P=°Y’ (0X59) reset successfully

P= ‘N’ (0X4E) fail to reset
P=“E’(0X45) no card in rader
card is not in the right position where j

Operation status bit

be operated

P="W’ (0x57)

9.6.2 Main password modify

Main password (2 byte), erase password 1 (6 byte), erase passwpird 2

Host sends:
0x3A | 0X31 | Password data pgélage 2byt\\| 0x03 KBCC y
I\

0x02 | 0x00 | 0x04
Reader returns: \\
ode Opemstatusw 0x03 | BCC

0x02 | 0x00 | 0x04 | 0x3A | 0x31 | Passw

Operation status byte P= ‘Y’ (0X59)
P= ‘N’ (0X4E

¢)

successful

Under safety grad

Under safety grade memory unit, can be read after the main password parity.

ode, units excep

'h SSWOrg

9.6.3 Read memory zone ication| zone 1, application zone 2, control zone)

Host sends:
0x02 | 0x00 | 0x05 | 0x3A | 0x32 | Zone | Read application first Read application 0x03 | BCC
code | address adr 1 byte length len 1 byte
(control zone= units except application zone 1, 2)

Note: zone code=0x30  control zone

=0x31 application zone 1 (64 byte address range 0x16-0x55)

=0x32  application zone 2 (64 byte address range 0x5C-0x9B)

0x02 | Communicati 0x3A | 0x32 | Zone | Operation Read Read Read data | 0x03 BCC
on code status application application | Len byte
length L byte P first address | zone length
2 byte adr 1 byte len 1 byte
operation status byte P= Y’ (0X59)

Reader operation successful returns:
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Communication length L=5+ read application zone length len
Reader operation failure returns:
Operation status byte P 0x03 | BCC

0x3A | 0x31 | Zone code

0x02 | 0x00 | 0x06
P=“‘N’(0X4E) fail to read

P=‘E’ (0X45) no card in reader
card is not in the right place where it can be operated

P="W’ (0x57)
9.6.4 Erase memory zone (Prepare to write data. Before write data, run the erase operation command is needed

then write data process will be correct.)

9.6.4.1 Erase application zone under safety mode 1 /\

Host sends:
0x33 Zone Erase memory zone he\i\ Eras &Zzy zone | Ox | BCC
(i 03

0x02 | 0x00 | 0x05 | 0x3A
code B address a 1 by 1 byte
Zone code
B=0x30 erase control zone under safety mo
B=0x31 erase application zone under safet

B=0x32 erase application zone und fety mode 2

Reader returns:
0x05 | 0x3A | 0x33 1/ 7one cod&\\ewon satdpYR P | 0x03 | BCC
Y

0x02 | 0x00
=Y’ (0X

Operation status byte P

P="N )
PR (0X4
W’ 7) t place where it can be operated
9.6.4.2 Erase memory zoxo\l under safety 2
Host sends:
0x02 | 0x00 | 0x09 | Ox3A \&Q3 0»33 Erase password data package 6 byte | 0x03 | BCC
Reader returns:
0x02 | 0x00 | 0x05 | Ox3A | 0x33 Zone code | Operation status byte P | 0x03 | BCC

Operation status byte P= ‘Y’ (0X59)  successful

P=‘N’(0X4E) failure

P=“E’(0X45) no card in reader

P=‘W’ (0x57) card is not in the right place where it can be operated

9.6.4.3 Erase application zone 2 under safety mode

0x03 | BCC

Host sends:
0x02 | 0x00 | 0x08 | 0x3A | 0x33 | Ox34 | EC2 | Erase password data package 4 byte

Erase fuse status operation byte EC2 =0x30 Erase unfused application zone 2
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=0x31 Erase fused application zone 2

Reader returns:

0x02 | 0x00 | 0x05 | Ox3A | 0x33 Zone code | Operation status P 0x03 | BCC

Operation status  P= Y’ (0X59)  successful

P=‘N’(0X4E) failure
P=°‘E’(0X45) no card in reader
P=‘F’(0X46) the zone 2 useless, can read only.
P=‘W’ (0x57) card is not in the right place where it can be operated

(EC2 fuse unfused overrun the permission erase times (128 times) can not erase data any longer)

Note: Under safety mode 2, when we want to erase application zone 1 an lication zone 2, need enter each
is correct, then it will erase

password of application zone 1 and application zone 2. If the pas

all the application zone.

9.6.5 Write memory zone (application zone 1, appﬂ}ég] ne 2, coQt(o e)

Host sends:

0x02 | Communication | 0x3A | 0x34 Zone rite meyyory Write data | 0x03 | BCC
length L de th length
2 byte lenl byte Len byte

Communication length L=5+ Write data lefrgt y
Reader returns: \ (\

0x02 | 0x00 | 0x06 | 0x3A J 1T Zondcgde~\ Operahwn stardé® | 0x03 | BCC
)

P=°Y’ (0X59) write
P= ‘N’ (0X4E)
P=‘E’ (0X45)

P="W’ (0x57) cary}

ard usgless, some data cannot write in control zone unit liberty.

password memory unit and resu
Under safety mode 2, can only erase a fite application zone units after main password checked, all control zone

units cannot be erased and written. Application zone can be written only after main password checked and erase

password checked successfully.

9.6.6 Modify password: (control zone password, application zone 1 password, application zone 2 password )

Host sends:
0x02 | Communication length | 0x3A | 0x35 Zone New password length 0x03 BCC

L 2 byte code Len byte

Communication length L=3+ New password length len
Zone code=0x30 modify control zone password, password data:2 byte

=0x31 modify application zone 1 password, password data :6 byte
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=0x32 modify application zone 2 password password data :4 byte

Reader returns:
0x02 | 0x00 | 0x04 | 0x3A | 0x35 | Zone code

Operation status P 0x03 | BCC

P=°Y’(0X59) modify password successful
P=‘N’(0X4E) modify password failure

P=‘E’(0X45) no card in reader
P=‘W’(0x57) card is not in the right position where it can be operated

Only under the safety mode 1 and check main password correct then the password can be modified.

After enter safety mode 2, password can only be checked, but not be modified..

9.6.7 Personalized operation, enable card enter safety mode 2 Q

HOST SENDS:

0x02 | 0x00 | 0x03 | 0x3A | 0x36 | Operation mode F W\
Operation mode F=0x30 enable card enter safety m
F=0x31 enable the simulation etu fety mode 1.

etuin card to safety mode

Reader returns:
0x02 | 0x00 | 0x04 | 0x3A | 0x36 | (fperatton mod\F NOperation staysP | 0x03 | BCC

P=°Y’(0X59) personalized o
P= ‘N’ (0X4E)
P=‘E’ (0X45)
P="W’ (0x57)

If want to write data in this zong after entdy safety mode 2, notice that the whole block of application zone will be

erased, so make sure to save the databefore new data written in.

Simultaneity, these application zones are under control of the fuse counter. If the fuse counter works, it will be

written less then 128 times. And if the fuse counter doesn’t work, the write times will be the max card write

operation times (100,000 times)

9.6.8 The zone 2 erase counter operation byte EC2, Set to be invalidate operation

Host sends:
0x02 | 0x00 | 0x02 | Ox3A | 0x37 | 0x03

BCC

Reader returns:
0x02 | 0x00 | 0x03 | 0x3A | 0x37 | Operation status P

0x03 | BCC

P= Y’ (0X59) successful
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P=‘N’(0X4E) failure
P=E’ (0X45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated
Executing this operation before entering the personalized operation is unlimited the erase times of card application
zone 2 under safety mode 2. Otherwise, after complete the setting of mode 2, the card application zone 2 defaults
erase times limit is effective under safety mode 2 (128 times). There’s no way to cancel the 128 erase times limit,
if the erase limit in the zone 2 canceled. Also, when the setting is no limited under mode 2, it can not change to
limited mode.

At the same time, user should save the EC2 operation status; because applications under mode 2, when the card

erase and write application zone 2 (the erase password parity of application zone 2) should notice the relevant

parameter

9.7. AT8851604 Card Operation

9.7.1 Reset

Host sends: /\A
0x02 | 0x00 | 0x02 | 0x3B | 0x30 | 0x03 B&{Y\
AN

Reader returns: (\
0x02 | 0x00 | 0x03 | 0x3B | 0x30 | Operation Nwbyte P | 0xd0Q\] BCC

Operation status byte P= ‘Y’ (0X59

sition where it can be operated

9.7.2 Verify passwo
Host sends:
0x02 | 0x00 | 0x05 | OB | 0x31 [RassHOR zone code 1 byte | Password data 2 byte | 0x03 | BCC
Reader returns: )\
0x02 | 0x00 | 0x04 | 0x3B m«/éassword zone code | Operation status byte P 0x03 | BCC

Operation status byte P= ‘Y’ (0X59) successful
P=‘N’(0X4E) failure
P=‘F’ (0X46) card unused or application block unused
P=‘E’ (0X45) no card in reader
P=‘W’ (0x57)  card is not in the right position where it can be operated
Password type code: =0x30 Verify main password
=0x31 Verifty application zone 1 password
=0x32 Verify application zone 1 erase password
=0x33 Verify application zone 2 password

=0x34 Verify application zone 2 erase password
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=0x35 Verify application zone 3 password
=0x36 Verify application zone 3 erase password
=0x37 Verify application zone 4 password
=0x38 Verify application zone 4 erase password
9.7.3 Read data:
Host sends:
0x02 | 0x00 | 0x06 | 0x3B | 0x32 | Zone code Operation Operation 0x03 | BCC
1 byte address 2 byte lerg]’.h{byte
Reader operation successful returns: P= Y’ (0x59) / (\\
0x02 | Communication | 0x3B | 0x32 | Zone | Operation | Operation atio ) data | 0x03 | BCC
length L code | statusP adflress lengt /\W
2 byte i‘[e\%&te \y

Communication length: L= 7 + n byte

Reader operation failure returns:

A4

0x02 | 0x00 | 0x07 | 0x3B | 0x32 Zov§ Operation tion 0x03 | BCC
code \ s byte length
/ k \x 1 byte
P=‘N" fail to read
P=‘E’ no card in reader
P=W’ (0x57) card is &
Operation address\rg
Zone code: = 0x30
=0x31
=0x32 0x421 -}}- 0x621)
=0x33  zone 4 (0x6227---- 0x7F5)
=0x34  other zone (zones except zone 1, 2, 3)
9.7.4 Erase data
Host sends:
0x02 | 0x00 | 0x06 | 0x3B | 0x33 | Zone code | Operation Operation 0x03 | BCC
1 byte address length
2 byte 1 byte
Reader returns:
0x02 0x00 | 0x04 0x3B 0x33 Zone Operation 0x03 BCC
code status byte P
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P=°Y’(0x59) successful
=‘N’(0x4E) failure
=‘E’(0x45) no card in reader
=W’ (0x57) card is not in the right position where it can be operated

Operation address range: 0x000----0x7FF operation length: 0x01-0x80

9.7.5 Write data:

Host sends:
0x02 | Communication | 0x3B | 0x34 Zone Operation | Operation | Write data 0x03 | BCC
length L code address lengt length
2 byte 1 byte 2 byte yte \ n byte

Communication length L = 6 + n byte \)
Reader returns: ((\ “
0x02 | 0x00 | 0x04 | 0x3B | 0x34 | Zone code | Oper statpg byte P 0 ]%&/
AR O

P=Y’ (0x59) successful
=‘N’(0x4E) failure
=‘E’(0x45) no card in reader

=W’ (0x57)

Zone code: =0x30  zone 1 (0x02

9.7.6 Modify password

Host sends:
0x02 | 0x00 | 0x05 | 0x3B | 0x35 'ﬁlssword type code 1 byte

Password data 2 byte 0x03 | BCC

Reader returns:
0x02 | 0x00 | 0x04 | 0x3B | 0x35 Password zone code
Operation status byte P= ‘Y’ (0X59) successful

P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader

Operation status byte P 0x03 | BCC

P=‘W’(0x57) card is not in the right place where it can be operated
Password type code: =0x30 Modify main password
=0x31 Modify application zone 1 password
=0x32 Modify application zone 1 erase password

=0x33 Modify application zone 2 password
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=0x34 Modify application zone 2 erase password
=0x35 Modify application zone 3 password
=0x36 Modify application zone 3 erase password
=0x37 Modify application zone 4 password
=0x38 Modify application zone 4 erase password

Only can modify password under safety mode 1, under safety mode 2 only can verity password, cannot modify

the password.

9.7.7 Personalized operation (Under safety mode 2)

Host sends:
0x02 | 0x00 | 0x03 | 0x3B | 0x36 | Operation code | 0x03 | BCC

Operation code = 0x30 simulate personalize operation (for test)

=0x31 quit personalize operation

=0x32 personalized operation comp%,ann return
Reader returns: 72N

0x02 | 0x00 | 0x04 | 0x3B | 0x36 | Operation code \}\ Opsgation stat te P OX% BCC
(e

Operation status byte P= ‘Y’ (0X59)  succe \\Jj

P= ‘N’ (0X4E)

failure

9.8. AT45D041 Card
9.8.1 Reset

Host sends: (\
0x02 | 0x00 | 0x02 \3C
Reader returns: \
0x02 | 0x00 | 0x03 | 0x3C 30 O)%eration status byte P | 0x03 | BCC
Operation status byte P=‘Y" (W successful

P=‘N’(0X4E) failure

P=‘E’ (0X45) no card in
P="W’ (0x57) card is not in the right position where it can be operated

9.8.2 Read data: only support page read (264 byte)

Host sends:
0x02 | 0x00 | 0x04 | 0x3C | 0x31 | Page address 2 byte | 0x03 | BCC

Reader operation successful returns: P= ‘Y’ (0X59)  read card successful
Operation status | Page address 264 byte | 0x03 | BCC

byte P 2 byte card data

0x02 | 0x01 | 0xOD | 0x3C | 0x31
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Reader operation failure return:
0x02 | 0x00 | 0x05 | 0x3C | 0x31 | Operation status byte P Page address 2 byte 0x03 | BCC
Operation status byte P=‘N’(0X4E) read card failure
P=°‘E’(0X45) no card in reader
P=‘W’ (0x57) card is not in the right position where it can be operated
Page address: 0x0000---0x07FF
9.8.3 Write data: only support page write (264 byte)
Host sends:
0x02 | 0x01 | 0x0C | 0x3C | 0x31 | Page address 2 byte | 264 byte cafqdata™Dx03 | BCC
Reader returns: ) )
0x02 | 0x00 | 0x05 | 0x3C | 0x31 | Operation status byte P |(Page aress Y| 0x03 BCC
Operation status byte P=°Y’ (0X59) write card success W
P= ‘N’ (0X4E) fail to write
P=‘E’(0X45) nocardin
P="W’ (0x57) operated
9.9. SIM Card Operation ( ard connector)
9.9.1 Reset SIM card: (For
Host sends:
0x02 | 0x00 | 0x03 ;6@ 0 | Bl cardNQ\_ | 9h#3 | BCC
Reader operation suc!éqssful returns: &W s%xﬁayte P= Y’ (0X59) (For T=0 SIM Card)
0x02 Commumcatlxi 0x3D | 0x30 operation | Reset data Reset | 0x03 | BC
length 2 byte \\ % status package data C
§ No. byte P length 2 byte | n byte
Data package length=6+ reset ength n
Reader operation successful returns: operation status byte P=‘Z’ (0X5A> (For T=1 SIM Card)
0x02 | Communication | 0x3D | 0x30 | SIM operation | Reset data Reset | 0x03 | BCC
length 2 byte card status package data
No. byte P length 2 byte | n byte

Data package length=6+ reset data length n
SIM card connector No.=0x30  operate SIM card 1
=0x31  operate SIM card 2
=0x32  operate SIM card 3
=0x33  operate SIM card 4
=0x34  operate SIM card 5
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=0x35  operate SIM card 6
=0x36  operate SIM card 7
=0x37  operate SIM card 8

Reader operation failure returns:
0x02 | 0x00 | 0x03 | 0x3D | 0x30

P=°‘N’(0X4E) fail to reset
Note: Operating the SIM card, we only could operate C-APDU package after resetting successfully. Please

check the operation voltage of SIM card whether it is okay or not to avoid damaging the SIM card when

SIM card No. operation status byte P 0x03 | BCC

you use the SIM card.

9.9.2 T=0 SIM card C-APDU command operation: /\

Host sends
0x02 | Communication | 0x3D | 0x31 | SIM card | C-APDU

DU | px03 | BCC
package length No. package (length ckage K
2 byte 2 b}}s\ i\m w
Communication package length =5+ C-APDU packw --263byt \»
(

Reader operation successful returns: operation status\oyte\ R=
~eaPDU 0x03 | BCC

operation

0x02 | Communication | 0x3D | 0x31
package length

2 byte <

Communication package le

9.9.2 T=1 SIM card fk@

Host sends

0x02 cOmmunicat\&\\ 0x3D | 0x3XSIM Qard’| C-APDU C-APDU | 0x03 | BCC
% package

package length package length

2 byte \ \ 2 byte n byte

-APDU package lengthn (n=4--263byte)

returns package

n byte

Communication package length =

Reader operation successful returns: operation status byte P= Y’ (0X59)

C-APDU 0x03 | BCC

0x02 | Communication | 0x3D | 0x32 | SIM | operation | C-APDU

package length card | status operation operation

2 byte No. | byte P returns package | returns package

length 2 byte n byte

Communication package length =6+ C-APDU operation returns package length n  (n=4--263byte)

Reader operation failure returns:
0x02 0x00 0x04 0x3D 0x32 SIM card No. operation status byte P

P=‘N’(0X4E) failure

0x03 BCC
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9.10. Magnetic Card Operation
The initialized reading mode is reading track 1, 2, 3 via ASCII code after card reader power on. When reset the

reader, still ASCII mode
9.10.1 According to the appointed mode read appointed tracks data

Host sends:
0x02 | 0x00 | 0x04 | 0x45 | 0x30 | Read card mode | Appointed track | 0x03 | BCC
Read card mode: 0x30 read data in ASCII code

0x31 read data in binary code
Appointed track code: 0x30  do not read any track

0x31 read track 1

0x32 read tracks 2

0x33 read tracks 3

0x34 read track 1, 2

0x35 read track 2, 3

0x36 read 1, 3 tracks

0x37 read all 3 tracks
Reader returns: (\

0x02 | Communication | 0x45 | 0x30 | Cardr x\ Appou%% data package n 0x03 | BCC

length n byte ( & mode > ack No. ye of track 1, 2,

A 3
Communication length: N =4 5 V

racks defale
Reading mode: =0x30 bede % ode ing mod %load data is in ASCII coding
et tod y ¢

=0x31 ode readwamodg the upload data is in binary coding
Notice: read data S ferent data is:
Track 1: b0, bl,

Track 2,3: b0,bl, b

binary code ahd\t

b3, b4, P

Data package format of each tracks:

Starting byte + reading status byte + data of tracks

Starting byte: Ox1F

Reading status byte: ~ 0x59  correct data information of track if reading successful
0x4E  wrong information if reading error
0x4F  can not read, track data is OxEOQ

Error information:

0xE1 error, no STX
0xE2  error, no EXT
0xE3  error, no VRC
0xE4  error, wrong LRC
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O0xE5  error, blank track
When it is set in ASCII code reading mode, data of each track is uploaded in one byte ASCII code.
Eg, First byte of track 1 0x03 (HEX)
Uploading data package is 0x33 (ASCII)
When it is set in binary code reading mode, data of each track is uploaded in 4 bit per unit in ASCII code.
Eg, First byte of track 1 0x03 (HEX)
Uploading data package is 0x30 0x33

9.10.2 According to the re-appointed mode read appointed tracks data.

It only suits for the Reader with the Magnetic head at the rear side. Move the card again and read the mag card, then

g at the first time. Executing

HOST sends: ((\

0x02 | 0x00 | 0x04 | 0x45 | 0x31 | Read card mode Amnte\{\'(rack No B&\
Read card mode: 0x30 read data in ASCII code

0x31 read data in binary code
Appointed track code: 0x30  do not read any tr

0x31 read track 1

0x32

0x33

0x34

0x35

0
x37

Successful Operation returns: \

Appointed data package n byte | 0x03 | BCC

0x02 | Communication 0x45 } 31 | Read card
& Track No oftrack 1,2, 3

length N byte mode

Communication length: N = 4 + 3 tracks data length
Reading mode: =0x30 be set to ASCII code reading mode, the upload data is in ASCII coding
=0x31 be set to binary code reading mode, the upload data is in binary coding
Notice: read data in binary code and the format of deferent data is:
Track 1: b0, bl, b2, b3, b4, P
Track 2, 3: b0, bl, b2, b3, P

Data package format of each tracks:

Starting byte + reading status byte + data of tracks
Starting byte: Ox1F
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Reading status byte:  0x59  correct data information of track if reading successful
0x4E  wrong information if reading error
0x4F  can not read, track data is 0XxEOQ
Error information:
0xEl  error,no STX
0xE2  error, no EXT
0xE3  error,no VRC
0xE4  error, wrong LRC
0xE5  error, blank track
When it is set in ASCII code reading mode, data of each track is uploaded in_one byte ASCII code.
E.g, First byte of track 1 0x03 (HEX)
Uploading data package is 0x33 (ASCII)
When it is set in binary code reading mode, data of each track i
E.g, First byte of track 1 0x03 (HEX)
Uploading data package is 0x30 0x33

Failure operation returns: <\

0x02 | 0x00 | 0x05 | 0x45 | 0x31 )3 ~ErrofJstatus byte P | 0x03 | BCC

Error status byte  P=‘E’
P="W’ } i ig it¢an be operated

9.11. AT88SC1608 Card

9.11.1 Reset
HOST sends:
0x02 | 0x00 | 0x02 6@@

Reader operation returns: \
0x02 | 0x00 | 0x03 | O0x3E \6\ Opera»on status byte P | 0x03 | BCC

Operation status byte P= ‘Y\’CGX—SQ’{ successful
P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader
P="W’ (0x57) card is not in the right position where it can be operated

9.11.2 Verify Password
HOST sends:

0x02 | 0x00 | 0x06 | 0x3E | 0x31 | Password code | Password data 3 byte | 0x03 | BCC

Reader operation returns:

0x02 | 0x00 | 0x04 | 0x3B | 0x31 | Password code | Operation status byte P | 0x03 | BCC

Operation status byte P=°Y’(0X59) successful




9.11.3 Read Data

Password type code:

Note:
We can verify the pa;

=0x30
=0x31
=0x32
=0x33
=0x34
=0x35
=0x36
=0x37

=0x38
=0x39
=0x3A
=0x3B
=0x3C
=0x3D

Verify application zone 1 read password

Verify application zone 2 read password
Verify application zone 3 read password
Verify application zone 4 read password
Verify application zone 5 read password
Verify application zone 6 read password
Verify application zone 7 read passwor

Verify application zone 8 read password

Verify application zone 1 wxite pass
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P=‘N’(0X4E) failure
P=‘E’ (0X45) no card in reader
P=F" (0X46) card useless or application block useless
P=‘W’ (0x57) card is not in the right position where it can be operated

.

HOST sends:
0x02 | 0x00 | 0x06 | 0x3E | 0x32 Operation first address 1 | Operation length 1 | 0x03 | BCC
Code byte byte
1 byte
Reader operation successful and then returns: P="Y’ ( 0x59)
0x02 | Communication 0x3E | 0x32 | Zone | Operation Operation Operation Data | 0x03 | BCC
package Code | status byte P | first address | length 1byte | n
Length L 2 byte 1 byte 1 byte byte
Communication package Length: L=7 +n byte
Fail to read card and return:
0x02 | 0x00 | 0x06 | OX3E | 0x32 | Zone Operation status | Operation first | Operation 0x03 | BCC
Code byte P address length 1 byte
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1 byte 1 byte
P= ‘N’ (0X4E) fail to read card
P=°‘E’(0X45) no card in reader
P=‘W’(0x57) card is not in the right position where it can be operated.

Operation address range:

Application Zone: 0x00----0xFF

Setting Zone: 0x00----0x80

Operation length range: 0x01----0x80

Zone Code: =0x30 application zone 1 (len=0x01—0x80)

=0x31
=0x32
=0x33
=0x34
=0x35
=0x36
= 0x37
=0x38

If want to read the application zone, plea
data read is invalid. For the data of s

only can be read out after verifyj

(@

9.11.4 Write Data

application zone 2 (len=0x01—0x80)
application zone 3 (len=0x01—0x80)
application zone 4 (len=0x01—0x80)
application zone 5 (len=0x01—0x80

application zone 6 (len=0x01—0

setting zone

{8 correct, then it can be read, or the

0x40---0x7F) is under protection. Tt

Operation address range:

HOST sends:
0x02 | Communicati \ 0x3E OX\{ ZN Operation Operation Data 0x03 | BCC
package % 1 | first address length 1 byte | n byte
Length 2 byte \ byte 1 byte
=
Reader returns:
0x02 | 0x00 | 0x06 | Ox3E | 0x33 | Zone | Operation | Operation | Operation | 0x03 | BCC
Code | status first length 1
byte P address byte
1 byte
P=Y’ (0x59) Successful
P=E’ (0x4E) failure
P=‘E’(0X45) no card in reader
P="W’ (0x57) card is not in the right position where it can be operated.
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Application Zone: 0x00----OxFF

Setting Zone: 0x00----0x80

Operation length range: 0x01----0x80

Zone Code: =0x30 application zone 1 (len=0x01—0x80)
=0x31 application zone 2 (len=0x01—0x80)
=0x32 application zone 3 (len=0x01—0x80)
=0x33 application zone 4 (len=0x01—0x80)
=0x34  application zone 5 (len=0x01—0x80)
=0x35 application zone 6 (len=0x01—0x80)
=0x36 application zone 7 (len=0x01—0x80)

=0x37 application zone 8 (len=0x01—0x80)
=0x38 setting zone  (len=0x01—0x80)

If want to write on the application zone, please check the Read Pas then it can be read, or

the data written is invalid. For other operation information suchas the\password\Q

related document and specification.

9.11.5 Read Fuse
HOST sends:

0x02 | 0x00 | 0x06 | Ox3E | 0x34
Reader success operation and returns: P:‘Y@&Q )

0x02 | 0x00 | 0x06 | Ox3E | %3] Operitjon i&: \\ Fus®,” status | Fuse status | 0x03 | BCC

22N
< Sytus byte FA» Bytc CMA | byte PER

~
Reader fail operation and rc{t rns:

0x02 | 0x00 | 0x06 b&gﬁ 0x34 Ope&M 0x03 | BCC
P="N" (0x4E) i
P=E’> (0x45) in readler
P="W’ (0x57) card is not+
Fuse status byte FAB:  FAB =0X30 blown out, FAB=0X31 not blown out
Fuse status byte CMA: CMA=0X30 blown out, CMA =0X31 not blown out
Fuse status byte PER : PER =0X30  blown out, PER =0X31 not blown out

¢ right position where it can be operated.

FAB is the fusing sign of the CMOS chip of ATMEL.
CMA is the fusing sign of the card while leaving from the card factory.

PER is the fuse of issuer, it is the fusing sign when personalization before the startup of the application

system.
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9.11.6 Write Fuse: (Blow out accordingto FAB = CMA - PER, and fuse could not be recovered after blowing out)

HOST sends:

0x02 | 0x00 | Ox03 | Ox3E | 0x35 0x03 | BCC

Reader returns:

0x02 | 0x00 | 0x03 | 0x3E | 0x35 | Operation status byte P | 0x03 | BCC

P=Y’ (0x59) success
P=N" (0x4E) failure, fuse has been blown out

P=E’> (0x45) no card in reader
P="W’ (0x57) card is not in the right position where it can be operated.

9.11.7 Initializing authentication zone

HOST sends:

0x02 | 0x00 | 0xOA | Ox3E | 0x36 | 8 byte random numbers Q0. Ql( mw 0x03 | BCC
Reader returns: \\ W

0x02 | 0x00 | 0x03 | Ox3E | 0x36 | Operation status byte P %{ BCC

P=Y’ (0x59) success
P=‘N" (0x4E) failure, the card has b&
P=E’> (0x45) no card in readegr
P="W’ (0x57)  cardis notj
Initializing authentication zone is that
Ge=F1 (Ks, Nc) and get ran

authentication zone

9.11.8 Verifying authenication zone

HOST sends:
0x02 | 0x00 | 0x0A Ox& 0x37 8b}%{arh}? numbers Q0,Q1,Q2,Q3,Q4,Q5,Q6,Q7 | 0x03 | BCC
Reader returns: ))
0x02 | 0x00 | 0x03 | Ox3E | 0x37 Mn status byte P | 0x03 | BCC

P=Y" (0x59) success

P=‘N" (0x4E) failure

P=E’ (0x45) no card in reader

P=‘W’ (0x57) card is not in the right position where it can be operated.

Verifying authentication zone is a step after initializing authentication zone. We use F2 Algorithm and get the result
from Q1 =F2(Gc, Ci, QO0). Then get the value of Q0, Q1, Q2, Q3, Q4, Q5, Q6, Q7 and send them into AT88SC1608

card to finish verifying authentication zone.
Note: Nc: ID code, Always use it as the only mark for the card—Card No. Define it before personalization.

Ci: Ciphertext, write a random number into it for authenticating card, and it will be rewritten for each

authentication




Algorithm. For detail, please refer to authentication protocol.
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Gc: Secret key, 64byte secret seed, Nc figures out it according to F1 Formula. Write it into card before

personalization. It can not be visited after personalization. When authenticating, it will be a parameter of F2




